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ABSTRACT

Side channel attack is a powerful technique that can threaten the security of mathematically proven cryptographic
algorithms. In this paper, side channel attack methods for DSA(Digital Signature Algorithm) and an algorithm proposed by
Kim, the safest among existing countermeasures, were analyzed. In addition, a new DSA signature algorithm was proposed
that increases safety and computational efficiency by improving the problems of Kim’s algorithm. The Kim’s algorithm is
secure against all fault injection attacks, but it’s not considered for power analysis attacks and requires a lot of computation.
The new algorithm proposed in this paper is similar to the Kim’s algorithm by using two nonce, but it’s secure against not
only fault injection attacks but also power analysis attacks, because secret key is multiplied by a nonce and used to
generate the signature. Also, the computational efficiency was improved by about 34% compared to the Kim’s algorithm.
Keywords: DSA, Side Channel Attack, Countermeasures
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Output: public key (p.¢,9,9),
secret key d

1. Select a prime number g,
such that 2" < ¢ < 2'%,

2. Choose t so that 0 <t < 8, and
select a prime number p where
2511+64t < P < 2512+64t’ Wlth the
property that ¢ divides (p —1).

3. Select a generator g of the unique
cyclic group of order ¢ in Z;

4. Select a random integer d,
such that 1 <d < ¢—1.

5. y=g¢'modp.

Fig. 1. Key generation for DSA algorithm

public key (p,¢ 9,v)
secret key d message m

Input:

1) Signature generation
1. Select a random secret integer k,
such that 0 < k < q.
2. r= (¢*modp) modg,
If =0 then go to step 1.
3. ¥ 'modg.
4. s =k Y(h(m) + dr)modg,
If s=0 then go to step 1.
5. Signature for m is the pair (r,s).
2) Verification
1. w=s 'modg.
2. v, = h(m)wmodq, vy, = rwmodq

vl v2

3. v =(g"y"”modp) modq
4. Accept the signature if v=1r

Fig. 2. Signature generation and verification for
DSA algorithm
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h(m)w + drw = k(modq) (2)

(g7’1y"2modp)m0dq = (gkmodp)modq (3)

2.2 DSA By 2 uH

A7 delAl DSASl ©5 ) 34 wHE
& uly] mE gl B SR TS AF A4
o B ©F FUCE bl ¥ 5 gleh
o HUsld U £F Fq

DSA A% 23l da 420 0F 7o) 34
W0 24 Bao F(4)0] Hl07] @ mES] 95 7
A e 2R o) % Wl = B9z s
WY& Giraud S(5)e] Aesich 15 FAR)
So] A el Fol Saake Fakel W™ a7k A
= BRI BECE IS i R
A, Tl ¥4 S Fol wUoE Hohy
F olee FHst.

r = (¢"modp) modq

5 =k '(h(M) + dr)modq
Step 3) T4 279 A9 3 seb wAA M
< ol&sto] oS ARt

% = s 'modq

7;1 = ¢"" modp, v; = 4" modp
:1;1 . v;modp

_ gh(M)@v
9

=

! . yrur modp
(wh (M) +dr)modq) m Odp

ZAAE 3 RS AR

g
i)
kel

R = (¢ )modp, (i = 0,1, -, t—1) (4)

Step 4) FAA= tho] F Alo] Ajsh=A HAL
sle] w7 F g B|EE zold 4 9]
T+ Rmodg=r °|¥ z, =0 o]t}
T/Rmodg=r °|% x, =1 ot}
A= AR o2 ol 8 R o2 Step
£ Faste] vEy] o] A vlE e 2S5
th (vle|E w99 34 v E $19 v E 34
ARE 4 A S A B A=kl )

EE AN

P} AREE B SFE Fdsle] Wl ale) ue)
EES 008 4 ATE A M oldw
Vetel FARE o] S ARE ol & 9

o

o] A Aate] FaAE= r=g"'modp ¢ (t—i)
WA Al dabe Ak oftE Fshe e 7t
AP, QA eFE Fa k) ¥ ARF dohd
F L, ol2lg A9 4EE o84 lattice AL
TR 9dee wel Ttk k9 FRAR kE
Fopllis I okt 2k (714 ke S k]

ifA o] %] wE s vehfitt)

Step 2) &7 A gk 7. 5& o]l ofel
Ag &S Vg modp < Ak

Vg modp= \/g(g)ilhwmodp . \/y(g)il;modp
Step 3) 9 A 2E 3 Vo modp S ©]

goto] A(5)F UEHE K'E B 4 vk




Ky

secret key d, public key y

message M, generator g
signature(r, s)

modulus p, ¢
1. Select random number &,

Input:
Output:

(5)
)717A“modq,

S

(

= (\/?modp « V¢" modp) modq
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modp) modg

= (gki kZmodp)modq

= (v modp)modq=((yﬂ)kzmodp)modq

= (¢*modp) modg (6)

s=t,+r(tky) "modg
= h(M)(kky ") +r(d 'k k)
= (kky ) (R(M) +dr) modq

=k Y (h(M)+dr)mod ¢

modg

Input: secret key d, public key y,
message M, generator g,
modulus p, ¢

Output: signature(r, s)

1. Select random number k,, k,

with 0 <k, .k, <g

t, = (dk;) 'modq
v= ytlmodp

r= (v"modp)modq
If »=0 then go to stepl
ty = h(M)kk; 'modq
s=t,+r(tky)"

-3 O Ot s~ W DD

"modgq

Fig. 4. Proposed DSA signature algorithm

3712 A7) Sl de ARl 1%L A
s}5leh. Fig.5.5} Fig 6. A2kshe DSA A%
w3 35 DSA ¥28E5S Maple 6. AXE 22
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< CAVS (Cryptographic Algorithm

Validation System)(19)2] test vector® AR&-
shodar, T4 kpkew A A AW 3k ros7h
dAse S T 4 9l L]

kl:= 128467230848540:
k2:= (k*k1)modq:
t1:=((d*k1)~(-1))modq:

v:=mod_exp(y,p,tl):
r:=(mod_exp(v,p,k2))modq:
t2:=(h_M*k1*(k2~(-1)))modq:
s:=(t2+(r*((t1*k2)~(-1))))modq:
r:=convert(r, hex, decimal);
s:=convert(s, hex, decimal);

r:=0xED4715B8D218D31B7ADFOBEA5165777A7414315E
S :=0x29C70A036AA83EBO742F1FA3F56CCEADOFCOF61D

Fig. 5. Simulation of proposed DSA.

:=(mod_exp(g,p,k))modgq:
:=(k~(-1))modq:
:=(t*(h_M+(d*r)))modgq:
:=convert(r, hex, decimal);
:=convert(s, hex, decimal);

w S n +

:=0xED4715B8D218D31B7ADFOBEA5165777A7414315E
:=0x29C70A036AA83EBO742F1FA3F56CCEADOFCOF61D

" S

Fig. 6. Simulation of original DSA
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Table 1. Computational Complexity of DSA Algorithms.

Computational Complexity

Method (p=512, ¢=160)
Original DSA (Ipl modulus exp.x 1)+ (Iql inversionx 1)+ (Il modulus mul.x 2) ]
¢ — (3" +65 +3p) + (5¢ +49) = 404,356,224
(Ipl modulus exp.*x 3)+ (Iql modulus exp.x 1)+ (Ipl inversionx 1)
Kim’s DSA +(I¢ inversionx 2)+(Ipl modulus mul.x 1)+ (Igl modulus mul.x 3) 3.03

= (9p° +21p* +11p) + (3¢ + 144 +9¢) = 1,226,118,048

(Ipl modulus exp.x2)+(lgl inversionx3) +(lgl modulus mul.x5)

Proposed DSA |, (6s+12¢7+6p) + (137 +100) = 808,789,568 2.00
Case 2) W4 kol W& AY F4: Adkshs  Qlbeke % DSA welZ o] ok 2uje]vd, o]
W N Rk kT AR AW e & Kim®l 2wlEel sl of 34zz AR 4
ARE} Ay B4 A0 k) 3 kT gohd Tolrh & Ay 4 A W3 A= 7|
A HS ZgAel G ES AlEkglch

vk 7 o]
ol7] wjiel lattice &4
A AlRYele dmE]ES WU kol thE Ay 24
FA6]| kAl

Case 3) F7F¥2o=2 oA 33 oA 4elx
AL 43 kT ol ¢ QRS Ags A4k
SPA(Simple Power Analysis) &4<& #7] ¢
gt atomicity ¥ montgomery ladder W<
ARS3Ee] FE ol g}, B =4 atomicity
modulus exponentiation ¥H-E AR&3F 7$-9)
AT} odAakeRg Alatsisich O

Fl?
of

Aljksl= DSA A7 wis} 71% DSA A% W

MEe HAd FA U 4 wlwsh

a2l AljkEs DSA MW daE|Eel gk dAkE
Hlal Aztolet, o] wf o= a®] bit HolE vt
2, exp.t A% A4S ® atomicity modulus
exponentiation WS AHEEHZ mul. 2> FA
¢34kl montgomery modulus multiplication
WS ARS-3le] dAakeke AlXbsldt).

dikek vl A3 Agkste DSA AH dae]Ee

Table 2. Safety Comparison of DSA Algorithms.

Fault Injection TEXTESe
Method Analvsi
Secret Key Nonce nEllysiE
Original weak weak weak
Nicodem secure weak weak
Bae secure weak weak
Jung secure weak weak
Kim secure secure weak
Proposed secure secure secure
Iv. & 2
2 =M= DSA A9 dwEEel dig A
43 St 1E e B F P e
Kime] Alqkst dwe]Es Amugte} =g Kimd
SFueigol 2w oe FARE skl
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